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Ransomware Attack on KADOKAWA
an Anomaly?
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1. Article

Read the following article aloud.
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Ransomware attacks, where critical digital data is held hostage for ransom, have been impacting companies
globally. A recent attack on the KADOKAWA Group in Japan on June 8 has had significant repercussions,
suspending many operations and leaving the company estimating a recovery time of over a month.
However, research indicates a significant decrease in ransomware infection rates in Japan, remarkably low
compared to 15 other major countries. This decline is attributed to the low rate of ransom payments in Japan,
leading cybercriminals to perceive that targeting Japanese companies is not profitable.

Ransomware can spread through networks, causing widespread damage. Even with precautions at a
company’s headquarters, an infection at a group company or within the supply chain can impact the entire
organization. In 2022, an infection at a key supplier led Toyota Motors to shut down all its domestic factories
for a day, taking about a month to restore the system. Due to the severity of these attacks, ransomware was
ranked as the top threat to organizations in 2023 by the Information-Technology Promotion Agency of Japan.

Japanese companies have been consistently refusing to pay ransoms, leading to a sharp decline in the
country’s ransomware infection rate. In 2023, Japan’s ransom payment rate was the third lowest at 32%,
compared to an average of 54%. This refusal to fund criminal organizations, along with widespread data
backup practices and exclusion of ransom payments from cyberattack insurance policies, has discouraged
attackers from targeting Japan. The focus on security is shifting from preventing intrusion to swiftly detecting
it once it happens, with companies deploying sensors to detect suspicious virus activity within their networks.

Source : Ransomware Attack on KADOKAWA an Anomaly?
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2 Key phrases and vocabulary
|

First repeat after your tutor and then read aloud by yourself.

1l.impact #E=Z5X3

The new government policy will impact the lives of many people.
2. suspend —B¥ZE1E9S

The construction work was suspended due to safety concerns.
3. shut down FEA$HI3

The restaurant had to shut down due to health code violations.
4. repercussions &, f#FR

The environmental repercussions of the oil spill are still unknown.

5. intrusion A

The company is investing in advanced technology to prevent any intrusion.

3 Questions
| |

Read the questions aloud and answer them.

1. What is a ransomware attack and how has it been affecting companies globally?
2. How did the ransomware attack affect the KADOKAWA Group in Japan?

3. What is the trend of ransomware infection rates in Japan compared to 15 other
major countries?

4. What are your thoughts on the strategy of companies refusing to pay ransoms? Do
you think it’s effective?

5. In your opinion, what other measures can be taken to further decrease the rate of
ransomware infections?
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